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SPECI FI CATI ONS

(1) Section 01520, Paragraph 1.3. Ninth Paragraph: |Imrediately after “the
satisfaction of WA” insert “at no additional cost to WA, If, for any reason
the crane is not operational the contractor remains responsible to neet the
schedul e and cost requirenments of the contract.”

(2) Section 13405A, Paragraph 2.5.3: Change “froma mininumof 16 ports” to
read “froma minimum of 8 ports up to 16 ports”.

(3) Section 13405A, Paragraph 1.2.1: Insert “McMIlian Water Treatnent
Pl ant” under the list of sites and insert “one new Tl |ine” under
conmuni cati on.

(4) Section 13405A, Paragraph 2.3.1.1: In the first sentence of the second
par agraph insert “and Bryant Street” imediately after the words “and
Dal ecarlia WIP".

(5) Section 13405A, Paragraph 2.3.1.1: Add the follow ng sentence to the end
of this paragraph: “The RTU at Bryant Street will not require a radio.”

(6) Section 13405A, Paragraph 2.4.2: Delete this paragraph, as originally
i ssued, and substitute therefor the foll owi ng new paragraph 2.4.2:

“2.4.2 Radio:

Provide 900 MHz |icense-free frequency hopping spread spectrumradi o ( FHSS)
The radi o shall receive inputs fromnew RTUs or existing Bristol Babcock
renote control node or RTU 3305s. The radi o network shall be capabl e of
redundant path comuni cation. The radio shall be able to store and forward
information; nulti-point-to-nulti-point network, peer-to-peer or unsolicited
polling. Provide radio with Media Access Control |ayer to prevent RF
collisions by radio protocol. The Abasic multiple send@techni que shall not
be accept ed.

Provide all radios with multiple layers of security protection. Provide
serial conmunications fromrenote sites to the master radi o (Access Point,
AP). The master radio shall support both serial and Ethernet comunications.
The nmultiple layers of data security shall include either FIPS 140-2
conpliant encryption or 128-bit RC4 encryption to protect over-the-air
packets and pseudo-random nunber shall initialize the IV (Initialization
Vector) on the AP. Provide the AP with the ability to generate and

di stribute new security keys automatically or based on the system

admi ni strators comrand.

For radios with 128-bit RC4 encryption provide four (4) secret shared keys
as; one (1) for encryption of key exchange packets and three (3) for rotation
of encryption data. Autonmatic key generation shall generate and distribute
update information for the secret keys fromthe AP. The generated and
distributed information shall include:

pseudo-random 64-bit key seed
key identifier that identifies which secret key to nodify

The master key shall be hashed with the pseudo-random key seed to generate a
new secret key. The reserved secret key shall be used only for key exchange
packets and shall be generated directly fromthe naster key and shall not be
af fected by automatic key rotation. The access point shall include
procedures to ensure that all renmpte radi os receive key updates.
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Provide further security by limting conmunications to only those radios
which are identified by their hardware MAC address. Provide radi o access
only through a 15 character al pha-nuneric, case sensitive network address.
Protect the password from Abrute force@ password attack. Provide protection
from Denial of Service (DoS) attacks through Ethernet port rate limting and
renote disabling with NVMS traps on level of traffic (50, 75 and 100% of port
capacity).

GENERAL

Certification FCC 15.247 and | C RSS-210

MIBF 35 years or better per Telcordia nethod 1, case 3.
Over-the-air 512 Kbps or 256 Kbps based on receiving signa
transmt rate strength

Frequency Range 902- 928 MHz FHSS

COVMMUNI CATI ONS
Radi o (antenna port)

Dat a Lat ency <5 ns average, 30 ns maxi num
Modul ati on Bi nary CPFSK
Type
Connector Type TNC
Qut put 50 Chns
| npedance
Et her net 10BaseT RJ-45
Seri al M ni mum 2-Ports. RS-232 w DB9 connector. One port
shal |l operate w RTS/CTS flow control. Byte length
10/ 11 bits.
Conmruni cat i on TCP or UDP. UDP node shall accept |IP nulticast
Configuration addresses as valid destination address for |oca
processi ng of data.
Pr ot ocol Radi os that require special protocol drivers shal
not be acceptabl e
Packet s Packeting data with gaps or such that it may be
recei ved out of order shall not be acceptable
Transm ssion Provi de deterministic transm ssion. Non-
deterministic transm ssion shall not be pernitted
Data Rate Adj ustable from 1,200 to 115, 200 bps.
RADI O TRANSCEI VER PERFORMANCE
System Gai n Not | ess than 141dB as:
Transmt power = 30 dB
Antenna Gain = 12 dB
Receive Sensitivity = -99dB
Total systemgain = 141dB
Over-the-air 512 Kbps or 256 Kbps dependi ng on receiver signa
transm ssion rate strength
Frequency hoppi ng 50 separate frequencies between 902 to 928 Mz
Frequency groups Provide a m ni mum of 10 non-overl appi ng zones of 8
frequenci es
Frequency operating 7 zones to maintain FCC conpliance
zones

Frequency zone Master radio (Access Point) shall initiate conmand
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sel ection
Network | D
TRANSM TTER
Power Qut put

Duty Cycle
Spurious Em ssion
Transm tter Keying
Channel Bandwi dt h
RECEI VER

Type

Sensitivity

I nt er - modul ati on
Desensi ti zation
Spuri ous

RSSI range

SOFTWARE / FI RMAMARE
Tuni ng

Dwell tinme
Buf fering

POVNER
DC
AC

Suppl y
Pr ot ecti on

ENVI RONVENT
Tenperat ure

Hum dity
Encl osure
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broadcast to all radios
Provide radio with 15-byte mi ni num network name

Adjustable fromO0.1 watts to the FCC naxi numof 1.0
watts

Cont i nuous

-67 dBc

Data activated
316.5 kHz

Doubl e conversi on super het er odyne

-99 dBm @ 256 Kbps < 1x10-6 BER
-92 dBm @512 Kbps < 1x10-6 BER

59 dB mi ni mrum (El A)
70 dB
60 dB
-50 dBmto -120 dBm

Provi de automatic optinization. Internal or external

adj ustnents shall not be permtted.
Provide a m ni mum of four user configurable settings

Provi de operating node to elininate gaps in nessages
for protocols that cannot tolerate gaps.

10.5 to 30 VvDC
120/ 240 VAC 50 / 60 Hz
Provi de power from RTU UPS

Provide diode to protect against inverted power |ead
connecti ons.

-30E to +60EC (-22E to 140EF)

up to 95% at 40EC (104EF) non-condensi ng

Provi de di e-cast alum num mninum O her encl osures
may be required to neet electrical code or
environnmental conditions.

RADI O SYSTEM MANAGEMENT

I nformati on access

Di agnosti cs

Local Indicators

Provi de Lap Top PC dedicated to radi o network

di agnosti cs and managenent to inprove conmuni cations
security. The PC shall connect to the radio serial
port. Analysis shall be nmade froma single radio or
fromthe AP. Information shall be archived to the PC
hard drive and internal RWCD.

Provi de conmuni cati ons, power, link status, alarm
state, radio data activity intrusion detection and
serial data activity.

Provi de LED indicators for:
state, connection status,
radio data activity.

power, link status, alarm
communi cations activity and
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Configuration Through dedi cated PC. Internal or externa
adj ustnents shall not be pernmitted do reduce security
risks.

The radi o shall be housed in the RTU enclosure or a separate NEMA 4X 316 SS
encl osure. The radio shall be connected with a band-pass filter to and
conmuni cate via an ommi-directional or yagi antenna. Provide the band-pass
filter to reject interference fromsources |ike pagers and cell phones.”

(7) Section 13405A, Paragraph 2.4.6: Inmmediately after this paragraph insert
the foll owi ng new paragraph 2.4.7:

“2.4.7 Firewal l

Provide a four (4) Firewalls as depicted on the network diagram The
firewall (s) shall provide protection to the SCADA system and their historians
and limt access fromoutside. The firewall (s) shall not permt any outside
connection to the SCADA network. The first firewall shall connect the SCADA
network to the historian and only allow the SCADA network to push archive
data to the historian. This firewall shall also permt the exchange of

i nformati on between the two (2) SCADA networ ks through a dedicated hardw red
connection. Provide connection that supports |IPSEC. The second firewall
shal I connect the business (outside) network to the historian through the
first firewall. This firewall shall be configured to allow only specific
connections, controlled by IP address and port nunber, to query the
historian. Further the historian shall not be permitted to initiate
connections to the SCADA or outside business network. The operating process
control staff shall not be permitted to access historical information from

t heir SCADA control system workstations. Operating process control staff
shal |l be able to access historical information through dedicated historica
PC wor kst ati ons.

The Firewall (s) shall be rack mounted. The firewall(s) shall have network
connections limted to “inside” and “outside”. The SCADA firewall (s) shal
connect to the SCADA network, the historian, the business network firewal

and the dedicated |ine between the second SCADA network. The firewall (s)
shall not all ow connections from outside sources |ike phone |line connections
or wirel ess networks. Provide firewall (s) with nmultiple |ayers of defense.
The firewall (s) shall incorporate; stateful inspection (dynam c packet
filtering), protocol and application inspection, in-line intrusion and
preventing unaut horized network access. The firewall (s) shall exam ne packet
streanms and lint access by I P address and port number. The firewall (s)
shal | support IPSEC with both the triple DES (3DES) and the new 256-bit
Advanced Encryption Standard (AES) algorithns. The firewall(s) shall protect
the system from Deni al -of - Service (DoS) and mal forned packet attacks.

Provi de each firewall in redundant configuration with an active-standby
architecture. The firewall configuration shall synchronize the firewall
connection state and device configuration data. The switching fromactive to
standby shall be transparent to the user but shall be reported to the network
admi ni strator.

The firewall (s) shall only be configured |ocally but shall be capabl e of
renote configuration. The firewall(s) shall not have any outside connections
accept those specifically shown or described in these specifications.
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The firewall (s) shall incorporate; a proprietary hardened operating system
have configurabl e access-control, strong authentication, dynanmc and static
NAT ( Network Address Translation) and PAT (Port Address Transl ation)

Provi de a devise manager that shows performance, trends, usage and security
events. Provide firewall(s) with up to 16 custom zed admi nistrative roles /
profiles. Provide capability to monitor and |l og information through a | oca
dedi cated workstation with the capability of renpte nonitoring (not

i mpl enent ed) .

The firewall (s) shall neet the follow ng mninmum specifications:

PERFORMANCE

Cl ear text
t hr oughput ;

Concurrent
connecti ons

Encryption

Encryption
t hr oughput

188 Mops
up to 130, 000

3DES and 256-bit AES
140 Mops

TECHNI CAL SPECI FI CATI ONS

Processor
RAM

Fl ash menory
Cache
Syst em bus

433- MHz

64 MB of SDRAM

16 MB

128 KB level 2 at 433 MHz
Single 32-bit, 33 Mz PC

ENVI RONMENTAL OPERATI NG RANGES B Oper ati ng

Tenperat ure

Rel ative Hum dity

Acoustic Noi se
POVZER

| nput (per power

suppl y)
Vol t age
Current
Frequency
Cut put
Steady State
Maxi mum Peak
Maxi mum Heat
di ssi pation
Mount i ng

| NTERFACE
Consol e Port
Fai | -over Port
PCl Slots

10/ 100 Fast
Et her net

-5E to 55EC (-25E to 131EF)
5% to 955 noncondensi ng
45 dBa maxi mum

100V to 240V AC or 48V DC

1.5 Anps
50 to 60 Hz single phase

50W
65W
410 BTU hr, full power usage (65W

19-inch rack nount

RS- 232 (RJ-45) 9600 baud

RS- 232 (DB-15) 115 Kbps

Two (2) 32-bit 33-Miz

Up to six (6) each integrated w auto-negotiate
(hal f/full duplex), RJ-45
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(8) Section 13405A, Paragraph 2.5.1: Delete the first and second sentence of
this paragraph and substitute therefor the foll owi ng sentences: “Provide
seven (7) workstations. Provide three (3) workstations in the chem ca

buil ding control roomto mmnmic the existing workstations in the punp station
control room Provide four (4) workstations, two dedicated to each historian
described in Section 13622."

(9) Section 13622, Paragraph 2.1: Delete the first paragraph and substitute
t herefor the foll ow ng:

“Provide two data historians. The first historian shall be located at the
Dal ecarlia facilities as indicated on these plans and specification. The
second historian shall be located at the McM Il an water treatnent plant.
These specifications specify a single historian so all quantities specified
shal | be doubled. The two historians shall provide an information bridge
between the two facilities as depicted on drawing 1-4. The data historian
shall handl e the storage and retrieval of nunerical, digital and string data,
and executes on servers running any of the follow ng operating systens:

M crosoft w ndows NT, 2000 or XP or later. Historians built around a

rel ati onal dat abase shall not be considered.”

(10) Section 15201. Paragraph 2.2.8: In the |ast paragraph, delete “2.2.9
4-way val ves provide”.

“

(11) Section 15201, paragraph 2.5: In the first paragraph add “or

APCO W I | amette” after the words “Henry Pratt”.

(12) Section 15201, paragraph 2.5.2: Add “or APCOWI |l anette” after the
words “Henry Pratt”

DRAW NGS:

(13) Plate 18, Detail "MOTOR OPERATED 4-WAY VALVE MOUNTED ON WALL OR COLUWN
DETAIL — DEMOLITION': Delete Note 1.

(14) Plate 18, Detail "MOTOR OPERATED 4-WAY VALVE MOUNTED ON WALL OR COLUWN
| SOVETRIC': Delete Note 1.

(15) Plate 8, Notes: Inmediately bel ow Note #6 add the foll owi ng new note
#7:

“7. The Contractor shall nodify the existing piping and coupling to
acconmodate the laying | ength of the new cone or rotary valves. The
condition of the existing coupling and pi pe cannot be guaranteed at this
time. Therefore, if a new dresser coupling is required, the Contractor
shal |l provide one at no additional cost to the WA.”

(16 Plate 9, Notes: Immediately bel ow Note #6 add the foll owi ng new note
#7:

“7. The Contractor shall nodify the existing piping and coupling to
acconmodate the laying | ength of the new cone or rotary valves. The
condition of the existing coupling and pi pe cannot be guaranteed at this
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time. Therefore, if a new dresser coupling is required, the Contractor
shall provide one at no additional cost to the WA.”

(17) Plate 23: Delete this plate, as originally issued, and substitute
therefor the attached revised |ike-nunbered plate with revision # 1, dated

12/ 16/ 2003.

ATTACHMENTS:

Revi sed Pl ate 23, dated 12/16/2003.
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